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DFCU OnLine uses encryption techniques and authentication procedures to maintain the security of your online session
and protect your accounts from unauthorized access. When our system registers your computer, it installs a secure
persistent cookie. Cookies are small text files given to you by web sites. Our cookies do not identify you by name or by
account number.

Registering your device/browser is an option to make logging into your account more convenient. However, entering the
Secure Access Code each time is more secure. There is no negative affect to requesting several Secure Access Codes.

You control cookie settings and options; therefore, we recommend you properly manage cookies on your computer(s). The
settings vary by browser, but you can usually change your cookie settings by going to the browser “Options” or “Settings”
menu and finding the “Privacy” settings.

If you or your security programs delete your cookies, you will be prompted for a Secure Access Code. This includes any
“cookie manager” ADD-ONs you may have running. Some security programs may delete cookies automatically, we advise
you check your software documentation about disabling that feature.

Examples of security programs that may delete cookies:
Privacy & Cleaning Tools: CCleaner, Malwarebytes, Ad-Aware
Antivirus: McAfee, Norton, Symantec, AVG, Trend Micro, Vipre, Kaspersky

In addition to third-party software, separate firewall software settings may override the browser defaults even after you set
them. You may need to make changes in cookie retention and site allowances through that respective software.

Verify that the browser is NOT set to clear history on exit.

1. Open Internet Explorer. @ —|||
il O

2. Click on the gear icon in the top-right corner of the w
browser. —

3. From the dropdown, click on “Internet options”. T~ o

Print »
File 3
Zoom (100%) »
Safety »

View downloads Ctrl+]
Manage add-ons
F12 developer tools

Go to pinned sites

Internet options

About Internet Explorer
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Internet Explorer — Secure Access Code Troubleshooting, continued

4. Under the “Browsing history”, verify that the
“‘Delete browsing history on exit” setting is not
checked.

If it is checked, uncheck the box and click OK.

Browsing history

and web form information.

[ Delete brawsing history on exit

,;L | Delete temporary files, history, cookies, saved passwords,

Delete...

] l Settings

Take the following steps to keep cookies using Internet Explorer 11:

1. Navigate to www.dfcufinancial.com and click
the Log In to DFCU OnLine button.

2. Copy the URL from the address bar.
To copy the URL:

e Left click once to highlight the URL.
e Right click once and select Copy from
the menu.

3. Click Tools and select Internet Options from the
bottom of the menu.

4. Select the Privacy tab and click the Sites
button. The Per Site Privacy Actions screen
will appear.

*

“. Note: If the Privacy setting is set to the
highest setting of Block All Cookies, the Sites
button will be grayed out. Exceptions to
blocking cookies cannot be added in this
condition.
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Tools WEN
Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P

BPY o S

w0t Linkea Nuies

Send to OneMote

Internet options

Internet Opticns

- —

| General I Security | Privacy ‘ Content I Connections | Programs I Advanced |

Settings

| Select & setting for the Internet zone,

High
— - Blocks all cookies from websites that do not have a
compact privacy policy
- Blocks cookies that save information that can be used to
contact you without your explicit consent

[ Sites l I Import ] I Advanced ] I Default ]
Location

B Eﬁ:;z;ll‘zuc\‘a'gloa:sibes to request your
Pop-up Blocker
[ Turn on Pop-up Blocker Settings
InFrivate

Digable toolbars and extensions when InPrivate Browsing starts

.@- Some settings are managed by your system administrator.
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Internet Explorer — Secure Access Code Troubleshooting, continued

5. Paste the URL into the ‘Address of website’ [ Per site Privacy Actions . — =)
box, then click Allow, and OK.

Manage Sites

You can specify which websites are always or never allowed to use
JOL cookies, regardless of their privacy policy.

Type the exact address of the website you wart to manage, and then click Allow
or Block

To remove a site from the list of managed sites, select the name of the website
and click the Remove button.

Address of website
Yonline dfcufinancial.com/dfcufinancialonline /U aspxiAogin Block

Managed websites

Domain Setting Remove

Remove all

6. CI'Ck OK Internet Options S ——

. —

General I Security | Privacy |Cor1bent | Connections | Programs | Advanoed‘

Settings
| Select 3 setting for the Internet zone. I
High

(| - Blocks all cookies from websites that do not have a
compact privacy policy
- Blocks cookies that save information that can be used to
contact you without your explict consent

[ Sites J [ Impart ] [ Advanced ] [ Default ]

Location

B Never allow v\_‘ebsmes to request your Clear Sites
physical location

Pop-up Blocker

[ Turn on Pop-up Blocker

InPrivate

Settings

Disable toolbars and extensions when InPrivate Browsing starts

.ﬁ- Some settings are managed by your system administrator.
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